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AOT’s Risk management Process
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Risk Assessment, Analysis, and Prioritization

The initial step of risk management process toward the identified risk appetite and risk tolerance is identification of 
potential risk that can impact to the strategic plan and business continuity of AOT. The identified risks are required to 
assess the severity through the risk assessment. Prioritization of identified risks has conducted to assess the risk by using 
risk matrix regarding likelihood (L) and Impact (l). AOT established risk assessment to prioritize the risk level and to prepare 
the risk management plan accordingly. The key risk indicators (KRIs) have been established to track the progress and 
outcome with respect to the risk response plan that related to the strategic plan and target of AOT.



Prioritization of identified risks
• Accounting any risks, incidents, and threads through bcms+ 

(bcms.airportthai.co.th) to “identify the potential risk and its 
magnitude”.

• The approval “identified risk” will be sending to the risk owner 
for further risk assessment process.

• The identified risks are considered the level of significance 
through the “risk prioritization” with the risk matrix

Impact (l)

Likelihood (L)

5 (Very high)

4 (High)

3 (Moderate)

2 (Low)

1 (Very Low)

1 (Very 
Low)

2 (Low)
3 

(Moderate)
4 (High)

5 (Very 
high)

Risk Score
(Likelihood x Impact)

(Very high)

(High)

(Moderate)

(Low)

Risk Level

Any very high risks urgently need to be managed and 
turned into the acceptable risk (Risk appetite) by the risk 
owner with the risk management plan  

High risk level is required the management process by 
the risk owner who is the key accountability in defining 
the management plan, including any measures or 
internal control to secure the risk level in an acceptable 
level.

The moderate risk is an acceptable risk that no need to 
have additional risk management plan. Whereas risk 
owner must follow the existing measures and track the 
internal control performance.

This is the level of risk appetite with no need an 
additional risk management plan. The risk owner must 
always track and monitoring the relevant risks.

Mitigation Guideline
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The prioritization of risk is resulted through the color to show the risk level 
that leading to the responded approaches and appropriate risk 
management plan.

4



Risk Reviewing, Monitoring, and Reporting

• The Business Continuity Management Representative (BCMR) set up the meeting to review the risk assessment 
result “at least annually” and other conditions as follows:
o There is significantly changed in the organization context and document which can be an impact to the risk 

assessment.
o There is an occurred incidents/ threads to AOT or other organization that is similar to AOT.

• The risk owner has to report the risk management result which have been monitored to track the risk level. The 
result of risk management will be quarterly reporting in accordance with the existing measures and additional risk 
management plan in the user manual. 

• The information in the bcms+ system will be reviewed with the risk owner to conclude the implementation status 
and identify the any issues that cause the difficulty in an implementation.

• Report the risk management consequences to the Business Continuity Management Representative (BCMR) for 
further review, measures improvement, and additional risk management process. This has been included the risk 
reporting that need to be closely control.

• Submitting the risk management report, review result, measures improvement, and additional risk management 
process to the risk management department and risk management committee, respectively.
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Sensitivity Analysis and Stress testing

AOT conducts the sensitivity analysis and stress testing to 
assess the feasibility in both financial and non-financial risks 
that can be significant to AOT’s business. The testing will be 
conducted to illustrate the outcome whether threads or 
opportunities to AOT.

Example: AOT identified that the sensitivity analysis and stress 
testing to assess the feasibility in both financial and non-
financial risks that can be significant to AOT’s business. The 
testing will be conducted to illustrate the outcome whether 
threads or opportunities to AOT.
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The example of AOT key risks 2022

KEY RISKS KEY AREA Description RISK APPETITE/TOLERANCE 
LEVEL

LIKELIHOOD MAGNITUDE MITIGATION ACTIONS

Re-Certification 
readiness of 6 
airports

Compliance 
Risk

Ensuring that all AOT's 
airports can operate in line 
with the national and 
international standard. This 
is necessary to AOT in 
preparing the readiness for 
the certification 

All six airports of AOT receive 
the certification of public 
airport with/ without any 
conditions.

• Establishing the supported plan 
and preparing the documents  to 
request the certification of all 
airports.

• Preparing the readiness with on-
site audit (pre-audit).

• Doing the audit (post-audit) to 
verify the safety standard of the 
airport and sending the 
Corrective Action Plan (CAP) 
report.
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The example of AOT key risks 2022

KEY RISKS KEY AREA Description RISK APPETITE/TOLERANCE 
LEVEL

LIKELIHOOD MAGNITUDE MITIGATION ACTIONS

The cluster of 
infection of 
Covid-19 among 
AOT’s employees 

Operational 
Risk

The pandemic of Covid-19 
has been identified as 
significant threads to the 
airport operation. Decreasing 
of revenue generated or cash 
flow has deemed strongly 
impact to AOT across all 
relevant operation that is 
generating an income.

• The Covid-19 infection of 
AOT’s employee is not 
significant impacted to 
business operation.

• The Covid-19 infection of 
AOT’s employee is 
impacted to business 
operation, but it is 
insignificant. 

• Increasing the frequency of 
cleaning with UVC bulb, ozone 
disinfection.

• Establishing the campaign of self 
protection to build the 
awareness among AOT’s 
employees.

• Gradually integrate WFH policy to 
AOT’s culture.
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Internal Risk Audit

The enterprise risk management result of AOT has been reported 
to an independence director who is the audit committee. The 
consequences of risk have been reported annually as regular basis. 
The internal risk audit of AOT has been conducted by audit 
department. An audit department has to conduct the auditing for 
all functions in AOT and reporting the consequences to the audit 
committee and board, respectively.
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Internal audit report regarding performance evaluation 
criteria of Enablers aspect, risk management and 
internal audit



External Risk Audit

As for the obligation of AOT as State-
Owned Enterprise, An external audit 
be conducted by State Enterprise 
Policy Office and Ministry of Finance. 
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The performance result of risk management 
and Internal control

The statement of recommendation from 
external auditors, e.g., Ministry of Finance 
and State Enterprise Policy Office, in overall 
for risk management and internal control in 
accordance with 6 core business enablers

Ministry of Finance and State Enterprise Policy Office   
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